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Abstract. As intrusion attack techniques become more intelligent and
sophisticated, security incidents are increasing. In order to predict and respond
to cyber attacks, a number of security companies quickly identify the methods,
types and characteristics of attack techniques and are publishing Security
Intelligence Reports(SIRs) on them. However, the SIRs are not formatted for
each security company, and a large number of unstructured SIRs are publishing
ever-increasing. In this paper, we propose a framework that uses five analytic
techniques to formulate a report and extract key information in order to reduce
the time required to extract information on large unstructured reports (SIRs)
efficiently.
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1 Introduction

Many security companies analyze vulnerability and threat information about the latest cyber
security incidents and report security information and countermeasures against it[1]. This is
called the Security Intelligence Report (SIR), and it is prepared for each quarter and year.
Since large quantities of informal reports are generated in this way, it is impossible to
unify the SIRs[2,3]. Therefore, it takes a lot of manpower and time to extract key
information.

In this paper, we formalize the various file formats of SIR, and propose a method to
formalize PDF2TXT considering the problem of transforming from a PDF document
to text. Based on this, we propose a system for automatically monitoring and
analyzing each SIR using unsupervised learning to extract the formalized information
in order to quickly and efficiently provide the information desired by the user. Five
different methods are applied to analytical techniques: Keyword Extraction Tool, for
extracting important words; Topic Extraction Tool, which probabilistically judges
which topic belongs to which SIR; Summarization, which summarizes documents
about corresponding SIR in several sentences;, and Document Similarity, to identify
similar SIRs to the target SIR. Finally, there is Named Entity Recognition, which
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defines the threat information and applies the supervised learning method to
automatically extract words judged as threat information from the document.

2 System Architecture

2.1 Dataset

The data used in this study are publicly available data related to APT (Advanced Persistent
Threat) for cyber threat related hackers and incidents, and were collected by crawling PDF
documents from 13 websites including github and blog. The SIRs are from 2008 to 2018, and
581 files were used for the study.

2.2 SIR Automated Analysis Framework

Many domestic and foreign companies are creating unstructured Security Intelligence Reports
(SIR). This paper aims to extract meaningful information from atypical mass SIRs. Fig. When
the SIR input comes, the document can be converted into text, and then the document can be
identified through the five results using five analysis techniques. SIR extracted text from strings
to analyze documents in various file formats. Most of the file format of SIR was PDF, and there
were various problems when converting PDF into text. In this paper, we applied the previously
studied document conversion (Doc2Txt) technique to reduce the error of document to text
conversion [4]. In addition, correct label data must be constructed to extract structured
information from unstructured large amounts of SIR. In this paper, the time and cost of data
construction is limited, and the keyword extraction, topic modeling, document summary, and
similarity document retrieval techniques use the Unsupervised Learning method.

3 Result

In this paper, we developed five analytical techniques to extract meaningful information from a
large amount of Security Intelligence Report (SIR): Keyword Extraction, Topic Modeling,
Summarization, Document Similarity, and Named Entity Recognition(NER). Since there is no
label for the model except Named Entity Recognition, it is used to randomly validate the “FTA
1011 Follow up” document in the SIR. As a result of Keyword Extraction, the top five words
are “netsat”, “netui3”, “designateds”, “drive”, and “setup35”. have. Topic Modeling is also
categorized into three topics: Topicl can be classified as security enhancement, Topic2 as
network security, and Topic3 as “Attack Type”. When entering the “FTA 1011 Follow up”
document for verification, Topic 2 was extracted to match the subject matter of the document.
The "FTA 1011 Follow up" document used for verification in the Summarization included a
description of the Malware system and its solutions, netsat.exe and netui3.dll. When confirming
the results of the analysis technique of this model, it was confirmed that the core contents of the
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document were included. In addition, when checking the visualization(t-SNE) of Document
Similarity, it provided a way to introduce and defend against malware[5]. The third closest SIR,
“New_killdisk,” also introduces a new attack technique. In the case of NER, the extracted
threat information was repeatedly trained 50 epochs of the same system to confirm that it
contains various threat information for each word. The standard deviation was 1.16. This is
shown in Table 1 below.

Table 1. In the 50 epochs, the highest performance figure, lowest performance figure, and
average performance figure

Best Score of 50 Worst Score of 50 | Overall Average
F1-Score
Epochs Epochs Score
Best Score of 50 79.3% 72.3%
Epochs
Worst S f 50 73:3%
oS’ Seare o 77.4% 66.4%
Epochs

4 Conclusion

In this paper, we proposed keyword extraction, topic modeling, document summary, and
similarity document search analysis based on unsupervised learning method. In order to
evaluate the four automatically extracted techniques, we evaluated them based on randomly
selected documents and extracted meaningful information for each analysis technique. In
addition, the NER analytical technology established the correct label for SIRs and conducted
the supervised learning method, and applied quantitative evaluation. The accuracy of
automatically detecting and extracting threat information from the SIR was 73.3%. Through
this, SIR can easily process the threat information visually and extract the threat information
with high accuracy without any human processing. Through this study, it is expected to be an
effective platform for providing security information on security issues because it is easy to
search and search through short time SIR by extracting efficient information by using five
analysis tools based on large unstructured SIR.
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