I i a| x AL
Q-53 HIZJ) WAl IR AO|RY &t U FE 7|
Privacy-Preserving LLM Training and Inference with Hldden Inputs and Outputs

;q, atural |_anguage
«9& rocessing

£, Artificial Intelligence

o 1240l

KOREA UNIVERSITY




API 7|4t AMH|A 2| ME|E O]4F

[AIEE7|] A7} 7|2 C|O|E| XS 2---HH = 2f
HHEE|L}

7|EEAMS 2951 2|F Alo]| =5t= =7, HE

FE AT HEEICE HIO|He| =85 =52 = bt

L

HEE 7|2 SHIHS HoL 2% S
= 21 KFAZE KE ARl 22t 1 -HO|CH

O "O|0|E{= w2k HE 4= gi= HAS| Yo}

J1EEk fIEs QIX[o QUL SfX|2HERNS 0|2 'HE's &7|%U Al F30| LR AEot

ali

Al 452 HI0|E2| 2ot 2o Ble[eict, "H B2 CI0IHE, O wEAH HE8okE "= EE%e

L = = H
YoM E2rEe| E1= EE JHe=z 2EILY

EX: HetFA (https://www.yna.co.kr/view/AKR20251227043400017)



HIO|E] =2 FME QI AlLIE]|2

ol2 A

o
[T1] SM AL EHE [T2] S2RE Qlma} Fal
224zt HIEYA S2R (MITM) St : ol KUK - oI LYK}
& A W2 DETE . APIHO|2E 2 REA: M 23, [AS BT, Shes SHA

-

AlLt2| : HTTPS 287, S8 Wi-Fi, E2l X AlLt2|2 : ZiE|o|L §E, 7] /&, Hot &S
PPFT LIS : LE XIHIE H&IX| 242 (UHI only) PPFT LIS : Al O|C|0ll= SIS HIAET} ZExsIX| 92
[T3] Honest-but-Curious AJH|A [T4] ¢H|Y AF==E 34H

ZAHX} : MH|A 2K} K} 34X} Y = = MY RER AR S AE
LE XM QN 20 54 s mo|majel ¢ L K}AF: (0]0] RS E]) 0| X 2|

ALE|Q : 24 21 37| HE 84 HlO|E] M AL2|R : £ o] = Z71ato 2= ojn] 28 ks (Morris+ 2023)
PPFT [ : 2P} HE Qlaie BxIMo 2 LI=5}E| lH|2! PPFT LS : k-Pooling + Laplace £0|= +

S °*xo S =14/ k=]
CiRCie| Lss)-xg o

> T1-T2-T32 QIE{HIO|A XLRIOIM APEH TAL SHE XFIOM KLEt— 912] 7| ME CHSE o= whof



HIO|E] =2 FME QI AlLIE]|2

[T1] S 2L EH [T2] S22 olmat X
Z2H%}: HESA S7HK} (MITM) SAXL: o HYUX} - ofo|H LY 2K}

L E XA RE =3 WE. APIH0|2E E X M 23, CjA3 I sk FHA|

AL2| : HTTPS 243, 22 Wi-Fi, E2lT! 4 AlLi2|2 : ZiE|o|L] B E, 7| RE, Mot &5

PPFT LHS : W2 XIHIE MASIX| 22 (obfuscated token only) PPFT CHS : M O{C|0jl = 22 BIAET} =XHs}X| oS

[T3] Honest-but-Curious A{H|A
34X} : MH|A 2BX} KjL

FEXM:H 2T T4 5k njojxafol ol

MLIEIQ : 2 21 37| BE, 3H5 HloE MEE

PPFT LIS : 2FAVI E= S22 2REHOR Lhxs)El E2 H=z

> T1-T2-T32 QUE{HIO| A X}2I0f|A] K}TH



Limitations of Existing Privacy Methods

1. Major Defense Mechanisms & Limitations

Prompt Sanitization Representation Pertburation Cryptogaphic Methods
2]

(HE/MPC)

AR q
‘\
\\-

Excessive overhead
(compute/comm).
Impractical for real-time.

[75]

Doen’t fully block
contexutal info. Server still
Server still gets plantheft.
=31

Vunerable to Inversion
Attacks. [49] Privacy vs.
Utility. Utility Trade-off. [25]

2. Key Takeaway

T he absence of a unified framework that

simaudonensly satisfies Efficiency, Utlity,
Utlity, and Privacy. [25, 76]

2 2M(Efficiency), s (Utility), Z2lO|HHA|(Privacy)S SA|0]] 2t=s}



PPFT: Privacy-Preserving Fine-Tuning
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olz/HE T2l
Backbone Method Average | Pri-DDX  Pri-NLICE  Pri-SLJA
d,-privacy (Feyisetan et al., 2020) | 0.2750 (] 0.6541) 0.2311 (0.3477 0.2462
Paraphrase (Utpala et al., 2023) 0.3757 (] 0.5534) 0.4048 (1.2892 0.3731
Llama-3.1.8B PrivacyRestore (Zeng et al., 2025) | 0.6343 (] (.2948) 0.5784 (1.5415 0.7829
B PPFT (Ours) 0.7314 (| 0.1977) 0.5915 0.6979 0.9049
PPFT o suuge2 (Lower Bound) 0.3545 (.3460 0.3138 0.4036
PPF T noise (Upper Bound) 0.9291 0.9275 (.9049 (0.9466
d,-privacy (Feyisetan et al., 2020) | 0.2608 (] 0.4965) 0.3176 (0.2631] 0.2018
Paraphrase (Utpala et al., 2023) 0.2635 (] 0.4938) 0.2382 (L1753 0.3770
Llama-3.2-1B PrivacyRestore (Zeng et al., 2025) | 04519 (] 0.3054) 0.5150 (04277 04128
o PPFT (Ours) 0.5699 (] 0.1874) | 04537 0.4866 0.7693
PPFT s suage2 (Lower Bound) (.3788 0.3707 0.3008 04648
PPFT s noize {Upper Bound) 0.7573 0.7071 (16622 0.9003

Ut |l

Backbone Method | CSQA  SQuAD
d, -privacy ‘ 0.1819  0.0174
Paraphrase 0.0649  0.0125

Llama-3.1-8B
e PPFT (Ours) | 0.5278  0.7085
PPFT o noise | 0.6086  0.8930
d, -privacy ‘ 0.1210  0.0313
Paraphrase 0.0470  0.072

Llama-3.2-1B
e PPET (Ours) | 05125  0.6579
PPFTyonoie | 0.543 07303

Table 4: Performance on gencral domains.



107 —o— ppFT 0.40
8= d.-privacy |
0.81{ —#— Paraphrase 0.35
u —— PrivacyRestore i 0.301
EG'E- w 0.251 —@== | aplace
=1 o .
004 30-20‘ = Gaussian
Method Ape Sex  Symplom  Antecedent
0.2
PrivacyRestore 0573 05642 (L3552 (13317
004 " : : : : , PPET {ODurs)  0.0071 058%  0.1001 0115
S S - S 10 17.2 22.93 75
£ valuas € values

Original Prompt
A 2T7-year-old male has a history of chronic pancreatitis, diabetes, obesity, pancreatic cancer in family members, smoking.

The 27-year-old male presents the symptoms of diarrhea, fatigue, nausea, pain, pale stools and dark wrine, skin lesions,
underweight.

What is the likely diagnosis?
Reconstructed by Inversion Attack (same « as inference)

A 28-year-old woman has a history of asthma, asthma attack, asthma attack, asthma attack, asthma attack, asthma attack,
asthma attack, asthma attack, asthma attack, asthma attack, asthma attack, asthma attack.

The 28-year-old woman presents the symptoms of cough, wheerzing, shortness of breath, shortness of breath, wheerzing,
shortness of breath, shortness of breath with deep breathing.

What is the likely diagnosis?
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